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Research topics ETP Leader
1. Routing and addressing scalability and dynamics
1.1 Scalability of routing system (nodesfhosts, addressfAS| etc.) and dynamic of routing system: robustness/stability and
convergence properties [Deterministic communication] ehobility
1.2 Information-driven routing (e.g. semantic routing, but other paradigms are also under investigation in the scientific community
[Routing & addressing based on metadata] ehMobility + NEM
1.3 Addressing and routing information management (renurbering, allocation, etc.) [Enhancement of existing functionnalities] ehobility
1.4 Routing system security ehMobility
2. Resource (forwarding, processing, and storage) and data/traffic manageability and diagnosability
2.1 Configuration and upgrade management (and their resulting cost) knowing that in practice continuous patching results in relative
decreasing gain but increasing complexity ehobility
2.2 Problem (e.g. anomaly, inconsistency) detection and root cause analysis (as the current paradigms, techniques and toolset for
debugging the Internet are limited) ehobility
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2.4 Radio network ehMobility
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3. Security, privacy, trust, and accountability
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5.3 Cloud Computing MNESSI
7. Energetic sustainability
7.1 Energy efficient systems ehobility, 1SI
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7.3 Energy Efficient Protocols MNESSI
8. Conflicting interests and dissimilar utility
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9. Searchability/localisation, selection, composition, and adaptation
9.1 Search Engines MNEM
10. Beyond digital communication: semantic, haptic, emotion, etc.
10.1 30 Communication MEM
10.2 Behaviour communication MNESSI
11. Internet by and for People
11.1 Caontribution to the Grands Societal Challenges MEM
11.2 The enabling e-Applications MNEM
11.3 Ensure social, economical, legal and cultural viability MNESSI
12. Internet of Contents and Knowledge
12.1 Wirtual environment MEM
13. Internet of Things
13.1 Intelligencedsmart EPODSS
13.2 Harsh ervironment and integration into material EPOSS
14. Internet of Services
14.2 Open Senice Platform MNESSI
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Executive Summary

This document constitutes version 1 of the Strategic Research Agenda (SRA) of the Future Internet (FI) Cross-
European Technology Platforms (X-ETPs) Group. This SRA reflects a comprehensive collection of active and
upcoming developments in the Future Internet research world, while clearly aiming towards the realisation of the FI
Vision. The document takes as starting point the X-ETPs Fl Vision Document (VD). The main objective of this SRA is
to provide a well structured and consistent publication that reflects and covers a broad set of FI aspects. The
document is up-to-date with regards to new developments and evolutions of research topics addressed by the FI
community. The aim is to define short, medium and long-term research challenges and identify future important
trends before they have started entering hype mainstream, in order to help the European ICT community to gain a
leadership position.

Introduction

This document constitutes version 1.1 of the Strategic Research Agenda (SRA) of the Future Internet (FI) Cross-
European Technology Platforms (X-ETPs) Group. To address the Future Internet (FI) and its related challenges, ICT
ETPs (eMobility, NEM, NESSi, EPOSS, ISl and Photonics21) have set up a common working group with the objective
to define a vision and provide recommendations to the European research for the next 10 years. The 6 ETPs comprise
a large set of European and European-based organizations (more than 1000 members: manufacturers, operators,
SMEs, academics) and bundle competencies on networks, devices, content, and services, which in turn cover most of
the aspects of the FI.

This version 1 of the SRA aims at identifying short, medium and long terms research challenges of the Fl. The
associated topics could be used to set up specific research projects and targeted cross-domain and multi-disciplinary
projects.

This SRA does not intend to cover the full space of the FI, neither does it intend to supersede the existing SRAs of the
different ETPs. Furthermore, this first version claims not to be exhaustive in terms of Fl cross-domain topics.
However, this document covers the main technological challenges that are perceived as crucial and that justify the
initiation of more systematic research. Also, these challenges are relevant to more than one ETP. In substance, this
SRA reflects the overall cross-domains work of the X-ETPs Fl working group and translates the ambition to create
bridges between the different research silos. The defined research topics require competencies from eMobility, NEM,
NESSi, EPOSS, ISI, and Photonics21. One additional outcome of this work is the possible enrichment of the individual
ETPs SRAs.

The document takes as starting point the X-ETPs FI Vision Document (VD — version 1.0, released in January 2009) and
in particular section 2.4 “Key Technological Challenges” and the appendix “Working Document - Technological
Challenges”. A first incomplete version was published in July 2009. The current version (1.1) has the objective to bring
the latest research topic list regarding the Fl work program.

The below key Fl technological challenges have been identified in the X-ETPs FI VD and are listed with the objective

to drive/orient stakeholders R&D so that their investment can position them as actors for their resolution. They cover
the 4 Fl pillars and the Fl foundation.
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'Futur.e '
Networked Society

Accommodation of Inferactive multimedia Communications of Consumers enjoying
all User ideas content everywhere context-aware permanent, seamless
and requirements and ezsy to search autonomic objects and confident services

5)

_Internet of Services

Future Network Infrastucture

Scalable and dynamic routing and addressing Security, privacy, and trust
Efficient data and traffic management Availability, ubiquity, and simplicity

Adaptability to heterogeneous environments Energetic and economic sustainability

The following 14 challenges cover cross-pillar (and referred to as cross-cutting) and network-foundation challenges,
as well as generic challenges for the Fl (no claim is made here that this list is exhaustive). For each of these challenges,
pointers to the "Technological Challenges - Working Document" (TC-WD) of the X-ETPs FI VD are provided. Key
specific challenges families have also been identified per pillar:

1) Routing and addressing, scalability and dynamics: Network foundation - Reference TC-WD section 1.5.

2) Resource (forwarding, processing, and storage) and data/traffic manageability and diagnosability:
Network foundation — Reference TC-WD section 1.3.

3) Security, privacy, trust, and accountability: Generic challenge (security built-in at design time) — Reference
TC-WD sections 1.1 and 1.2.

4) Availability, ubiquity, and simplicity: Cross-cutting challenge covering Network foundation as well as
Internet by and for People, Internet of Services, and Internet of Content and Knowledge — Reference TC-WD
sections 1.4, 2.1, 2.2 and 2.4.

5) Adaptability and evolvability to heterogeneous environments, content, context/situation, and
application needs (vehicular, ambient/domestic, industrial, etc.): Cross-cutting challenge covering
Network foundation as well as Internet by and for People, Internet of Services, Internet of Contents and
Knowledge, and Internet of Things — Reference TC-WD sections 1.4, 1.7, 2.1, 2.2, 2.3 and 2.4.

6) Operating system, application and host mobility / nomadicity: Cross-cutting challenge covering Network
foundation as well as Internet by and for People, Internet of Contents and Knowledge, and Internet of
Services — Reference TC-WD sections 1.6, 2.1, 2.2 and 2.4.

7) Energetic and economic sustainability: Generic challenge with societal and economical impact.

8) Conflicting interests and dissimilar utility: Generic challenge (intelligence at execution time) involving
policing aspects.

9) Searchability/localisation, selection, composition, and adaptation: Cross-cutting challenge covering
Internet of Contents and Knowledge, and Internet of Services. — Reference TC-WD section 2.2 and 2.4.

10) Beyond digital communication: semantic (intelligibility of things and content, language, etc.), haptic,
emotion, etc.: Cross-cutting challenge covering Internet by and for People, Internet of Contents and
Knowledge, Internet of Things, and Internet of Services — Reference TC-WD section 2.1, 2.2, 2.3 and 2.4.

11) Internet by and for People: Accommodate anticipated and unanticipated people and community
expectations together with their continuous empowerment, cultural acumen, and self-arbitration (by
recognizing that access and use of information as well as associated processing means are common non-
discriminatory universal rights).

Page 8/86



X-ETP Future Internet Research Agenda

12) Internet of Contents and Knowledge: Access by advanced search means and interact with multimedia
content (e.g. 3D and virtual reality) that can be created, and manipulated by professionals and non-
professionals and be distributed and shared everywhere on any terminal per needs.

13) Internet of Things: Context-aware autonomic objects able to generate automatic code and human-
controlled behaviours, exploiting peer-to-peer bio-inspired communication models.

14) Internet of Services: services are part of the new capabilities that the Future Internet will bring into the
everyday life of citizens and businesses of organisations. In this perspective, “Internet of Services”
encompasses also non-electronic services that operate in the real world and that citizens and communities
exploit in their lives and businesses. As key element, service "consumers" look for the perfect interactivity.
With “perfect” we mean here permanent (i.e. and interactivity that has no time limits), transparent (i.e. the
service consumer is only concerned with the benefits of the service he/she is using), seamless (i.e. the
interaction is performed using the “typical” devices of the context), and trustworthy.

The main objective of this SRA is to provide a well structured and consistent publication which reflects and covers the
broad set of Future Internet aspects. The document is up-to-date with regard to new developments and evolutions of
research topics addressed by the Future Internet world. The aim is to define short, medium and long-term research
challenges and identify future important trends on the horizon before they have started entering hype mainstream,
in order to help the European ICT community to gain a position ahead of the market.

For each technological challenge the document addresses systematically (1) state of the art, (2) target, and (3) topics
and key issues to be addressed. According to the 14 challenges families, the version 1.1 of this SRA instantiates the

following themes:

1)

2)

4)

6)

Routing and addressing, scalability and dynamics:

a. scalability of routing system,

b. information-driven routing

c. addressing and routing information management.
Resource and data/traffic manageability and the ability to diagnose:
configuration and upgrade management
problem detection and root cause analysis
network resource sharing and control
seamless continuity between all networks
event-driven architecture
radio networks
optical networks
satellite networks

i. exaflood management.
Security, privacy, trust and accountability:

SO o o0 oo

a. security
b. privacy
c. trust

Availability, ubiquity, and simplicity:
a. resiliency against normal accidents and failures
b. fast convergence/recovery of routing systems
c. global connectivity coverage availability
d. availability and reliability even in critical emergency situation
e. quality of experience.
Adaptability and future-proofness:
a. web3.0
b. seamless socialisation
c. industry mobility
d. adaptive interaction
Operating system, application and host mobility / nomadicity:
a. cloud OS
b. embedded OS
c. cloud computing
Energetic sustainability:
a. energy harvesting
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b. energy storage
c. energy-efficient protocols.
8) Conflicting interests and dissimilar utility: Stakeholders positioning.
9) Searchability/localisation: Search engines.
10) Beyond digital communication:
a. 3D communications
b. behavioural communication
11) Internet by and for people:
a. enabling e-applications
b. social, economical, legal and cultural viability
12) Internet of contents and knowledge: virtual environment or virtual and augmented reality.
13) Internet of things:
a. intelligence/smart and
b. harsh environment and integration into material
14) Internet of services: open service platform.

It has to be noted that several specific sub-sections are identified as "To Be Completed in Version 1.2". The editorial
team has identified the related technologies as important and relevant to this SRA, for further completion in the
Version 1.2. The Version 1.2 will also be up-dated and completed in order to include new topics that are addressing
the FI.
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Research Topics part

1.1 Routing and addressing scalability and dynamics

1.1.1 Scalability of routing system

Resulting from its expansion, the Internet routing system needs to accommodate an increasing number of
sites/Autonomous Systems (AS) resulting into an increasing number of routes. This situation is exacerbated due to
site multi-homing and AS multi-homing (resulting into an increased meshedness) as well as traffic engineering (by
means of prefix de-aggregation). The currently observed routing table (RT) growth rate ranges between 1.2-1.3 per
year: in January 2006, the number of active RT entries was about 175k entries and beginning of 2009, it is expected to
reach 300k. Depending on extrapolation model, by January 2011, the RT size of a core router would reach about 400
to sook active entries. Worst-case projections predict that routing engines could have to deal with an order of 1
Million active routes within the next 5 years. Thus, while the routing system actually prevents from any host specific
routing information maintenance (routing state), carrying an increasingly larger amount of routing state updates in
the routing system is expensive and places undue cost burdens on network administrative units that do not
necessarily get value from RT size increases. Note that these numbers do not fully account for the deployment of
mobile devices. Thus the observed trends can be further exacerbated by millions of embedded IP-addressable
devices coming from building and manufacturing automation as well as control networks, i.e. for urban traffic
management, smart energy or other so-called Supervisory Control and Data Acquisition (SCADA) applications.

Moreover, the impact on routing system dynamics (robustness/stability and convergence) resulting from
inconsistencies (software and configuration problems, routing policies, etc.), instabilities, and topological
changes/failures is progressively becoming a key concern for the operational community. Indeed, inter-domain
routing scalability properties do not only depend on the routing algorithm used to compute/select the paths but also
on the number of inter-domain routing messages or updates exchanged between routers. Between January 2006 and
January 2009, the prefix update and withdrawal rates per day have increased by a factor of about 2.25-2.5. Routing
updates require processing, and result in routing table re-computation/re-selection that can lead to convergence
delay and instabilities. In this context, a fundamental dimension to take into account is the dynamics of the routing
information exchanges between routers, in particular, the routing topology updates that dynamically react to
topological structure changes.

The Internet routing system architecture is thus facing performance challenges in terms of scalability (the Internet
routing system must be able to cope with the growing number of routers, address prefixes, autonomous systems) as
well as dynamic properties (convergence, and stability/robustness) that result into major cost concerns for network
designers (resulting from the impact of address prefix de-aggregation) but also system designers (in particular, for
what the concerns the inter-domain routing protocol of the Internet Border Gateway Protocol (BGP). The former
exacerbates the limitations of the current Internet routing system as documented, e.g., in [RFC4984]. Nowadays, the
routing system must not only scale with increasing network size and growth of the Internet but also with a growing
set of constraints and functionality: routers shall cope with growing routing table size even if network itself would not
be growing, i.e., the Internet routing protocol must not only scale with increasing network size.

In a wireless context, and as long as improvements in technology enable the deployment of large-scale networks,
relevant issues to study include state information to be stored and control overhead needed to exchange routing
tables as well as to measure the parameters of interest to make routing decisions.

1.1.1.1 State of the Art

Prominent research efforts have been conducted to overcome current Internet routing system limitations.
Nevertheless, none of them provide scaling guarantees, and many of them represent only short-term fixes
addressing the symptoms instead of the root causes i) existing routing protocols compute/select shortest paths in the
topology. This leads to routing table sizes that cannot scale better than linearly. In a wireless context, routing
schemes exploiting other kinds of information, such as geographic position, have been proposed.
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1.1.1.2 Target

New inter-domain dynamic routing paradigms compared to the current policy-based shortest AS-path vector routing
shall be investigated that provides the following properties:

e Scalability (measured in terms of memory/storage space consumption by the routing tables, i.e., the
number of bits of routing information stored locally for the routing scheme): routing table size scaling better
than Q(n log n), i.e., sub-linear routing table size scaling (preferably Q(log n)), where n is the number of
(abstract) nodes. Note here that the number of reachable nodes, n, that the routing scheme shall support is
at least of the order of 109. So, at least 3 order of magnitudes higher than the current routing protocols
support today.

e Quality (defined in terms of stretch -of the routing scheme-: ratio between the cost/length of the routing
path -as produced by the routing scheme- and the minimum cost/length path for the same source-
destination pair): bound the stretch of the routing paths as produced by the routing scheme to a relatively
small constant factor3 that does not grow with the network size.

e Reliability: fast routing state convergence upon topology (and/or policy) changes while minimizing
communication costs (in terms of number of routing update messages and resulting processing) needed to
maintain coherent and timely non-local knowledge about network topology.

¢ Name-independence: accommodate routable addresses/labels assigned independently of the topology
(otherwise need to split topology-dependent locator and topology-independent identifier parts in the
addressing architecture). In turn, this property would facilitate support of dynamic multi-homing/mobility by
the routing system.

e Specialization: take benefit of Internet topology properties (some of which characterize scale-free graphs)
so as to optimize the routing scheme for such topologies.

e Policy: enable each network administrative partition to apply its own routing policy without requiring
explicit exchange of these policies (or their exposure to a third party) neither mandate homogeneous policy
rules for the routing scheme to properly operate.

e Security is also a critical element to be considered when designing a routing scheme (see Section 1.1.3).

There is no real phasing in the research process. Instead, two main research directions can be considered depending
the terms:
e Phase 1 (short- to mid-term): mitigate significantly the current inter-domain routing system limitations, and,
in wireless networks, intra-domain ones too
e Phase 2 (long-term): by that time it can be expected that research on new routing paradigms will provide for
a suitable answer to the challenges outline here above.

1.1.1.3 Topics and key issues to be addressed

The most fundamental issues faced by the Internet architecture are the scalability and quality (stretch, convergence,
and stability properties) of its inter-domain routing system. Solving these issues requires to address multiple
dimensions altogether i) the routing table size growth resulting from a larger number of routing entries, and ii) the
routing system dynamics characterized by the routing information exchanges resulting from topological or policy
changes. Both dimensions increase memory requirements but also processing capacity of routing engines.

Solving the scalability of the Internet routing system taking into account its dynamic is challenging. Indeed, routing
convergence time should not be delayed whereas scalability improvement implies minimizing the number of routing
information messages exchanged to prevent routers overload (in order to eliminate "path exploration" effects). Also,
addressing routing stability consistently with planned BGP routing policy implies eliminating non-deterministic and
unintended but stable routing state resulting from policy interactions.

The routing schemes shall fulfil the properties listed here-above by while preserving the Internet routing system
existing but critical characteristics such as “organic deployability”, and support of “implicit policy routing” but also
operate under dynamic network conditions. The latter means that upon topology and/or policy changes, the affected
routing table entries shall be updated after performing routing path re-computation/selection. On the other hand,
when designing new routing scheme, it is important to emphasize that a fundamental and unavoidable trade-off shall
be taken into account between the stretch induced by the routing algorithm, the routing table size it produces
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(measured in terms of locally consumed memory space), and the cost of communication (the number of routing
update messages that need to be exchanged between routers to converge after a topology change).

In addition to the above issues, different types of scalability concerns may also be the focus of research in the wireless
context, such as intra-domain control overhead for measuring the parameters of interest for making routing
decisions.

1.1.2 Information driven routing

Internet routing system shall be capable to consider associated routing information (referred to as meta-data) and
metrics for path calculation such as the link quality, security level, energy consumption, priorities or location.
Additionally, an efficient way of addressing groups of "users" by pointing at (groups of) terminals/devices is required
in many applications that rely on a one-to-many data exchanges.

1.1.2.1 State of the Art

Routing table entries are calculated by shortest path algorithms towards destination either by accounting for the link
cost (intra-domain routing) or the AS-path (inter-domain routing).

Distributed services, i.e. Content Delivery Networks (CDN), Peer-to-Peer (P2P) or mobile services cannot take full
advantage on all underlying features of the network. Routing protocols base thus their decision (e.g. route
computation and selection), purely on networking properties.

1.1.2.2 Target

The short-term objective (3 years) is the development of a routing scheme applicable to an Internet interconnecting
from computers to sensors and that is evolvable flexible enough to add the mid-term objectives later on. Such
routing scheme is expected to meet the properties identified above in Section 2.1.2.

An important mid-term objective (2015) is the usage of meta-data describing the properties of higher and lower
layers to optimize the network operation and especially the forwarding/routing.

In between it is expected that dedicated research will be conducted to determine the cost/gain and cost/performance
ratio of the proposed routing scheme compared to the current Internet routing system.

1.1.2.3 Topics and key issues to be addressed

The main new or additional requirements and concepts and protocols should provide location-based addressing,
efficient addressing concepts for user/device groups, scalable and high-performance messaging, routing considering
lower layer capabilities as well as auto configuration and network service assembling.

e Location-based: In Future Internet use cases which contain large scale control systems and thus a huge
number of sensors, not only the sensor measurement itself is required but also the information from which
sensor the information originates respectively which sensor(s) to poll to get the relevant information. Thus
suitable addressing schemes and allocation processes are also required.

¢ Identifier-based: In the Internet today, multiple devices with specific properties can only be addressed
either by using multicast addresses or by addressing each and every instance (unicast). None of these
methods can provide an efficient way to communicate to these devices based on their identification or their
attributes. Another issue is the current semantic overload of the IP addressing scheme that result in
overlapping network graph termination point identifiers (referred to as topology-dependent
locators/addresses) with host identifiers that are invariant with respect to the node attachment to the graph.
This overload has lead to an increased number of prefixes into routing tables as node identifiers are invariant.
From this perspective it is still open issue whether the routing system shall be able to route on host
identifiers or locators (topology dependent addresses) and if such duplicity exists, efficient location
management schemes (either centralized or distributed) should be designed for mapping purposes.
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e Meta-data based: Instead of using only one metric-parameter to describe routing topology or path to
destination additional metadata could be used that contain additional information about e.g. energy
consumption, delay, link stability, packet corruption-loss (the latter are typically affecting wireless links). An
advanced routing process should take — or at least be able to take — all this information into account when
determining the routing path subsequently used to forward traffic. This means that the routing engine must
have a real-time view on the situation of at least parts of the network, and it must be able to apply different
decisions for data flows with different requirements.

e Role-based: For wireless networks with a high number of nodes with varying link conditions a flexible
concept for the role of a node in such a network is necessary (e.g. access point, relay, router, gateway). For
such a network a role-based addressing scheme has to be developed also for efficient routing schemes which
balance the traffic according to the available node resources. For networks which cover large geographical
areas with varying node densities routing schemes which also provide efficient short cuts based e.g. on
location information are necessary.

1.1.3 Addressing and routing information management

Migration from one addressing space to another (IPvs4 to IPv6 to cite the most prominent example) has clearly
demonstrated the lack of renumbering mechanisms to allow for a transition from one address space to the other - in
particular for customer edge equipment. As such renumbering tools were lacking to allow migration process to be
operated rapidly without configuration errors (e.g. address and subnet duplicates) - IPv6 DAD feature is a detection
tool.

1.1.3.1 State of the Art

Renumbering operations are performed using either non-standard ad-hoc tools. There is no know renumbering
procedure or tool that can efficiently cope with the number of IP termination points as currently deployed across the
Internet.

1.1.3.2 Target

Addressing and routing information management is a short-term objective aiming at providing the toolset for
renumbering and addresses allocation. As such the target is to investigate the space of possible solutions and derive a
small set of candidates. Without such tools any routing scheme that would require transition from one address space
to another would not be deployable.

1.1.3.3 Topics and key issues to be addressed

New routing paradigms relying on new addressing space (being either locator or identifiers - or both -) or existing
routing designed with new addressing schemes (e.g. separation of the location and identification function of the IP
address) will require migration from the currently used schemes. In this context, renumbering tools will be required.
On the other hand, there is still no routing state and information base transfer tools for fast migration beside use of
MIB modules.

1.1.4 Routing System Security

1.1.4.1 Introduction

Security constitutes a critical element to be considered when dealing with the current Border Gateway Protocol (BGP)
inter-domain routing system of the Internet or designing a new routing scheme. Indeed, one of the areas of
vulnerability for large scale Internet environments lies in the area of inter-domain routing. Routing protocols, and in
particular, inter-domain routing protocols are subject to attacks and threats that can harm individual users or the
network operations as a whole.

Common attacks that can harm individual network operations as a whole in particular, the routing system, include:
e Falsification: an action whereby an attacker (the originator or a forwarder) sends false routing information
leads to usurpation of some network resources and related routers, deception of routers using false paths,
and disruption of data planes of routers on the false paths
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Interference: is a threat action whereby an attacker inhibits the exchanges by legitimate routers by adding
noise, by not forwarding packets, by replaying out-dated packets, by inserting or corrupting messages, by
delaying responses, by denial of receipts, or by breaking synchronization

Overload: is a threat action whereby attackers place excess burden on legitimate routers by attackers
triggering a router to create an excessive amount of routing state that other routers within the network are
not able to handle.

Routing protocols are subject to threats at various levels. A threat is defined per [RFC4593] as a potential for
violation of security, which exists when there is a circumstance, capability, action, or event that could breach
security and cause harm. Threats can be categorized as threat sources, threat actions, threat consequences,
threat consequence zones, and threat consequence periods. Security threats to BGP point-to-point sessions can
thus be classified as follows:

e Threat source: any host in the Internet that can reach one of the BGP peers. A threat source can also be
a wire tap agent, either passively listening to the BGP session, or actively modifying BGP data in transit.

e Threat action: sending of forged BGP packets, or sniffing BGP traffic.

e Threat consequence: break of confidentiality by wire tapping, break of integrity by faking BGP
messages or hijacking a session, or denial of service, for example by sending fake TCP reset control
packets, terminating a BGP session abnormally.

e Threat consequence zones: the BGP peering session itself, the BGP routing tables on the affected peers,
or potentially larger areas of the BGP routing system.

e Threat consequence period: depending on the attack and the implemented counter measures, a threat
might be preliminarily mitigated by changing the MDs key, unless it is a threat against MDs itself, in
which case the threat period is indefinite.

Other type of attacks from legitimate BGP speakers which are trusted (implicitly or explicitly) occurs when the
source of the attack in this case could be either a misconfiguration, or an attacker gaining illegitimate access to a
router, for example through SSH brute force attacks.

1.1.4.2 State of the Art

Limitations of current BGP session security mechanisms (between BGP peers) include:

The use of static keys, which tend to be changed infrequently, and often not at all. However, the relative
complexity of changing MDs keys on all BGP peering sessions, specifically when securing sessions to routers
maintained by two different organisations, means that keys are often not changed at all. This makes long
term brute force attacks feasible.

The key change process needs to be coordinated between both sides of the BGP session, making this an
operationally expensive exercise.

The keys are typically chosen by humans, and expressed in ASCII; therefore, the entropy is typically small,
making the keys easier to determine.

Dependence on the MDs algorithm, which brings two problems: MD5 is not considered strong enough for
the future as documented in [RFC4278]

Security architectures should also allow a choice of algorithms, to have an alternative in case serious
vulnerabilities are discovered in an algorithm.

When confidentiality of BGP routing information is required can only be achieved today by securing the BGP
session with IPsec.

1.1.4.3 Target

Coping with the routing system security requires to:

Design and specificy extensible inter-domain routing security architecture that must be capable of
supporting incremental additions of functional components

Design and specificy routing functionality modules within this architecture to address specific secure
routing requirements detailed here above.

Page 15/86



X-ETP Future Internet Research Agenda Version 1.1

e Use certification objects within this secure routing architecture for supporting i) the distribution of
authorization and ii) authentication of the originated routing information. Indeed, the basic security
questions that can be posed regarding routing information are whether the originating Autonomous
System (AS) is authorized to advertise an address prefix by the holder of that prefix, whether the
originating AS is accurately identified by the originating AS Number (ASN) in the advertisement, and the
validity of both the address prefix and the ASN.

e Related to the previous point, one of the main targets is the level of trust than can be ascribed to attributes
of a route object in terms of their authenticity, including consideration of the AS Path attribute.

e Address the specific the security requirements for single BGP sessions, i.e., the connection between two
BGP peers, implies i) to ensure unicity of BGP speaker Identity, ii) to support means for BGP peer
authentication, iii) to provide methods to ensure integrity of routing message exchanged between speakers,
iv) to have mechanisms to encrypt BGP messages in transit (so as to ensure confidentiality), v) to detect and
protect against anti-replay attacks (methods to detect and prevent replay of BGP routing messages), and vi)
to protect the BGP session against denial of service attacks, targeting the availability of the BGP session.

e The newly proposed security concepts/principles/models and corresponding components/mechanisms shall
be designed modularly and shall assume weak coupling with the routing protocol specifics/underlying
communication mechanisms. This, in order to be re-usability beyond specific policy-based shortest-AS path
vector routing such as BGP

1.1.4.4 Key issues and topics to be addressed

Approaches to routing system security shall enable each network administrative partition to apply its own
security rules (because various parts of the network may require more or less stringent security rules) starting
from a common baseline without mandating homogeneous security rules for the routing scheme to properly
operate.

The routing system security (and its model) must support altogether:

e To ensure deployability: an incremental deployment model which will provide some benefit for
participants (e.g., routers, network partitions)

e To ensure robustness: the ability to maintain and return to a significantly converged state without the
need to rely on systems external to the routing system, i.e., reduce reliance on external systems to the
greatest extent possible,

e To prevent performance degradation: routing scheme convergence speed, with a security system in
operation, should deliver equivalent performance than the same routing scheme running without the
security system in operation. It is worth noticing that resulting from the routing update exchanges,
updateful routing schemes are more prone to security attacks and threats than updateless routing
schemes.

1.2 Resource and data/traffic manageability and diagnosability

By resources, we mean either system resources (CPU, memory, storage and information/data processing) and
network resources (forwarding/switching capacity, queuing capacity, link/medium capacity).

1.2.1 Configuration and upgrade management

Configuration and upgrade management becomes a common practice whereas the practice of continuous patching
results in relative decreasing gain but increasing complexity.

Configuring networks is a complex and costly task is that error-prone when performed manually. Indeed, nowadays,
networks can comprise from hundreds to thousands of devices that require manual configuration, equipment-by-
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equipment. Current configuration task is usually performed using a trial-and-error approach by means of a diversity
of vendor-specific languages. Each of these languages has different syntax, and semantic, in addition to support
different features. Also, a lot of code duplication results from manual configuration operations. As main consequence,
network misconfigurations are frequent. Human factors, is the biggest contributor to misconfiguration that is
responsible for 5o to 8o percent of network device outages. In 2002, R. Mahajan et al reported that 0.2 to 1 percent of
the BGP table size suffer from misconfiguration. Such misconfigurations have led and still lead to large- scale
problems (e.g., YouTube in 2008). Moreover, management costs keep growing due to the increasing complexity of
network architectures.

In Industrial scenarios those problems arise in the commissioning phase, the roll-out of a properly planned network
still requires many manual steps leading to potential mis-configurations. In the operation, replacement of defect
devices, upgrades and installation of additional equipment is a costly and error prone task.

1.2.1.1 State of the Art

Two techniques are currently used to mitigate these effects:

e Static analysis: uses pattern matching on configurations to detect misconfigurations and compares
configurations to given specifications. This technique is effective to detect some critical problems but
requires a priori specifications of what a valid network is. It also suffers from disparity of languages when
analyzing heterogeneous networks.

o Data mining: performs statistical analysis directly on configurations and infers network-specific policies, to
subsequently perform deviation analysis. This technique is completely independent of a priori validity
specifications but is too verbose (resulting from non-error messages). It also shows the same kind of
difficulties than static analysis when analyzing heterogeneous networks.

To solve the heterogeneity problem, both techniques can be enhanced by means of an intermediate representation
of the configuration but this technique does not relax the burden associated to the configuration phase itself.
However, in both approaches, the network configuration validation is still performed a-posteriori.

1.2.1.2 Target

This objective is to apply well-proven software engineering techniques to network configurations. The expected
benefit is to exploit a well-proven formal process to validate network configurations. The processes described may
require further adaptation in order to cope with the specifics of the different platforms comprised in the Internet
infrastructure.

1.2.1.3 Topics and key issues to be addressed

In order to reach this target, there is a need to address the following topics:
e Automation of network configuration: configuration of network parameters is frequently a high-skill,
error-prone manual task. There is increasing need to automate configuration by identifying and
incorporating best practices.

e Validation of network configuration: using a high-level vendor-independent representation (i.e.,
abstraction) of a network configuration, the proposed technique makes use of a Rule-based validation
process and Generation process to produce configuration of each device in its own configuration language.

¢ Network and system self-management: in order to lower the level of required skills and effort to manage
such networks. These management systems shall support highly distributed architecture to cope with the
size of and with the high level of dynamics in and between the networks.

e Auto configuration and network service assembling: Internet of Things requires highly dynamic and

flexible network domains. The handling of such systems is just feasible if the network configuration is
automated and adaptable to the actual situation.
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e Auto-configuration and self-management mechanisms in wireless/radio networks: to autonomously deal
with dynamic configuration changes (for example, small footprint networking technology), including multi-
mode multi-band radio, radio resource management, instant network composition and decomposition,
automatic roaming agreements, interworking between new and legacy management systems, multi-hop
radio networks, software configurable radio interfaces, multi-link phones (terminal, router and repeater
functions and flexible quality of service).

1.2.2 Problem detection and root cause analysis

Increasing importance of diagnosability is caused by a performance drop resulting from an growing Internet
infrastructure and associated (system engineering) complexity. The root cause is the "absorption" by the systems
(routers but also other networking equipment) of the network technologies limitations and continuous "patching".

Indeed, existing solutions are no longer adequate to allow for correlation of a priori unrelated events that may impact
(some part of) the infrastructure e.g. routing system.

1.2.2.1 State of the Art

Most diagnostic systems are designed on an ad-hoc basis, reactive to already encountered situations (predictive and
proactive capabilities of most existing tools are limited if not inexistent).

1.2.2.2 Target

The medium-term objective is to provide for the necessary automation of problem detection and identification
(ranging from anomalies to attacks).

The long-term objective is to devise a system able to suitably respond to these problems (without oscillatory or
coupling effects).

1.2.2.3 Topics and key issues to be addressed

Processing of network monitoring data to detect root causes of problems are subject to five main challenges:

e Inherent complexity in precisely characterizing an event,

e The correlations and trends between events are hidden within large amounts of data that are associated to
these events,

e The conditions are changing over time (this is particularly the case for the routing environment
characterized by the variability of topology but also routing policy),

e The amount of available data is too large for handling by human intervention,

e New events are constantly detected and discovered.

In that context, several issues require specific attention:

¢ Routing: analysis of BGP update messages (e.g. BGP bogon messages) to deduce the source of anomalies
or to act to counter failures is notoriously difficult. There is still need for research on root cause analysis
techniques to facilitate troubleshooting - a good example is the problem induced by more specific address
prefix compared to a destination prefix already present in the routing table.

e Traffic: distributed anomaly detection and root cause analysis (as the current paradigms, techniques and
toolset for debugging the Internet are limited).

e  Security: distributed attack and intrusion detection mechanisms.

1.2.3 Network resource sharing and control

The end-to-end and fate resource sharing principles are generally regarded as the key ingredients for ensuring a
scalable and survivable network Internet design. This principle ensures that the network provides a general service
and that remains as simple as possible (any additional complexity is placed above the IP layer, i.e., at the edges) so as
to ensure evolvability, reliability and robustness.
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On the other hand, requirements for maintaining flow rate fairness and congestion control cannot be realized as a
pure end-to-end function only; both can only be resolved efficiently by some cooperation of end-systems and the
network. We have thus a trade-off in between requiring further network assistance and endangering scaling and
survivability of the network (violating these principles should be avoided).

1.2.3.1 State of the Art

Congestion control challenges are known from many years - the problem being that they are becoming more and
more complex to solve (heterogeneity of data link layers and TCP stacks being certainly one of the main reason but
also anonymity in exactions against the Internet shared resources).

1.2.3.2 Target

The long-term objective is to lay progressively a charter for an internet citizenship - code de conduite - that will be
shared and respected by Internet users. The problem remains open on which incentives can be put in place in order to
enforce such behaviour - beside explicit congestion control scheme - reputation cost should be seen as a possible
answer.

On the other hand, the key concerns will stem from the amount of control resources needed to manage a steadily
increasing (about 50% per year) amount of traffic. If the ratio (between the increasing in amount of control resource
and the increase in traffic) remains below 1, thus sub-linear, then we could pretend scaling.

1.2.3.3 Topics and key issues to be addressed

Congestion control includes many research challenges that are becoming important as the network grows and the
heterogeneity of TCP stacks increases. In addition to the issues that have been known for many years, these
challenges are generally considered to be open research topics that may require more study or application of
innovative techniques before Internet-scale solutions can be confidently engineered and deployed.

e Congestion control and network resource sharing: the future Internet will incorporate network
mechanisms to enforce sharing of resources between users and between traffic flows. It is important to
understand exactly what mechanisms are necessary and how they will interact with end-to-end congestion
control algorithms. Current reliance for resource sharing on end systems cooperatively implementing TCP or
a TCP-friendly surrogate is clearly unsustainable.

e Accountability: end systems should be made accountable to the congestion they cause when using shared
network resources. Indeed, the congestion they create prevent flow rate fairness with concurrent traffic
flows engaging traffic sources into practices such as aggressive TCP stacks, multiple parallel TCP
connections, anticipative TCP segment acknowledgement to boost transmission, etc. From a
microeconomic viewpoint, the principle of accountability may be also combined with congestion charging so
as to incentivize end-systems behaviour. It is of course necessary to device implementations that remain
acceptable to users who expect charging and resulting pricing to be both transparent and predictable.

e Traceback systems: very little research efforts have been dedicated to provide a traceback systems that
would allow to retrieve the source of traffic that induces serious network congestion (or endangers network
infrastructure by intrusion).

¢ Enhancing best effort resource control: the best effort model of the current Internet continues to provide
satisfactory service for most applications most of the time. Rather than increasing complexity by the
introduction of unproven stateful QoS mechanisms (hence toward stateless resource and traffic control),
there is scope for enhancing the best effort paradigm with lightweight mechanisms that arbitrate resource
sharing and act to limit service degradation in overload. At best such system shall become stateless
compared to the current situation where most (if not all) resource control mechanisms are stateful (meaning
a state is maintained inside the network that accounts for the current resource usage).

e Investigating the role of cross layer designs of congestion control and scheduling.
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1.2.4 Radio Networks

Extensive and high quality ubiquitous wireless access cannot be managed with the currently established
infrastructure or with emerging ad hoc radio network technologies as the traditional radio access schemes will not
scale to large collections of nodes and is destined to be plagued with unmanageable interference, and network
congestion. To develop such scalable and dynamically pervasive wireless access, there is a need for fundamentally
new methods to address spectrum sharing cooperative and adaptive link management, opportunistic access,
information routing, and quality of service management.

Current wireless access networks have been developed in a fragmented way, cellular systems with spectrum
dedicated to operators being one example. In the future a great deal of flexibility is needed in terms of how networks
are constructed and operated, how spectrum is used most efficiently between several operators and technologies for
managing the flexibility. The future wireless access schemes should be developed to facilitate flexibility for the
allocation of throughput values per user, high aggregate average throughput per area, low latency and high cell edge
capacity, as well as high speed access with somewhat modest power consumption requirements and different access
range as well as relatively short range techniques having the power saving (lower power wake-up radios etc.) as some
of the key driver. It can be foreseen that on top of current networks and architectures several new topologies will be
applied. For example local mesh extensions to improve connectivity at e.g. cell edges, public areas, home/office
environment, vehicular environment etc. would improve the coverage and capacity of existing cellular networks. In
such architectures, new radio interfaces suited for multi-hop wireless transmission will need to be developed;
including advanced relaying, network-oriented channel coding, and the development of a suitable protocol stack, in
particular medium access schemes.

The demand for wireless communications will continue to increase at an accelerated pace, which with the current
paradigm of rigid spectrum allocation and licensing will undoubtedly lead to a spectrum crisis, even with the
development of highly spectral-efficient transmission techniques. Nevertheless, considerable spectrum might be
available, especially for local area communications, if both the space and time dimensions are considered. Hence the
problem is more a problem of inefficient access to parts of spectrum that are under-utilized rather than actual
spectrum shortage.

While such an approach represents a major deviation from the current paradigm of spectrum allocation, the debate
on alternative and more efficient spectrum management policies has started in the standardisation bodies and
national requlation agencies, but to support the eventual step of going towards a more liberal approach of spectrum
management, the decision-makers need proof of evidence of the viability of technologies that would enable the
alternative approaches.

Providing novel mechanisms for enhanced and more efficient spectrum usage would support the i2010 initiative of
the European Commission towards the Information Society. Opportunistic communications would facilitate the
emergence of new business models. For instance, it would support the implementation of much heralded secondary
spectrum market, by using or leasing some licensee frequency bands for a limited time period and under some
specific constraints on interference level.

Cognitive and docitive radio as well as new business paradigms allow flexible use of spectrum resources that expand
wireless markets and enable the true future wireless internet. User groups create own ad-hoc networks
interchangeable with commercial infrastructure. New ways to address rapidly increasing data rates will be supported,
reflecting consumer needs. To that aim, the design of agile and highly reconfigurable physical layers is a must. This
implies, for instance, the need for developing transceivers capable of operating at different frequency bands (within a
huge and adaptable range), and handling variable modulation formats (trans-modulation and adaptive modulation).
Furthermore, these systems must target high spectral and power efficiency, and be based on Software Defined Radio
(SDR) strategies in order to meet the required level of integration and interoperability. The introduction of cognitive
radio technologies enables wireless access to the future internet by improving the spectrum utilization for
communication purposes. But in a wider context, the “cognitive” principle should also be applied not just at the link
level but at a network-wide level. This is fully justified due to the increasing dynamicity and complexity (in technical
and administrative terms). Therefore, the term cognitive may also be employed as “cognitive networking”, i.e., not
only focusing on radio level parameters, but also on network-wide parameters as well.
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1.2.4.1 State of the Art

a) Radio access

Spectral efficiency and fundamental capacity limits at the radio link is now very close to the Shannon capacity limit
particularly with 3GPP LTE and HSPA+. When this capacity is viewed at a cell level, multi-cell structure and multi-
users, there is massive reduction in area spectral efficiency. This is mainly due to excessive signalling exchanges on
the radio access imposed due to inflexible and centralised nature of design and operation of cellular system. The
inflexibility prevents dynamic allocation of capacity to locations where extra capacity is required, leading to locations
where spectrum is heavily under-utilised whilst some areas starve for capacity. There is need to focus on
performance of radio access networks with close consideration on achievable performance at system level for new
and flexible system architectures/topologies and distributed/ cooperative protocols/schemes between cells, networks,
operators and different systems.

The new flexible systems should define relationship between devices-networks, device-device, cell-cell and network-
networks

b) Opportunistic communications

This is fundamental change to the way resources are allocated to an operator, network, cell and to users. Currently
resources allocations are pre-defined and fixed to some extent. Opportunistic communications exploits local
knowledge and uses resources without causing instability to a system operation whilst maximising resources (radio,
network, processing, memory, power) efficiency, operational cost and energy efficiencies. To do this besides the
definition of the above relationships, there is need to specify the type of local knowledge, how to obtain them their
integrity/reliability and how they should be fused together.

c) Cognitive Radio and Cognitive Radio Networks

Cognitive radio and networking are concerned with specification of appropriate mechanisms that should be in place
to enable capturing, fusing and utilisation of local and distributed information/knowledge for flexible and stable
allocation of radio and network resources adaptively. This is not limited to one cell or one network, one operator and
one system. It also includes all systems using licence and license-exempt bands. This specification of relationships
encompasses device-device, network-device and cell-cell interactions in exchange of useful information as well as
cooperation in transport of each others communications. To minimise network operation costs, cognitive radio and
networking should be carried out through new self-organising network management system.

1.2.4.2 Target

a) Radio access

In the development of future Radio Access Networks (RAN) the efficiency will become even more important issue
than ever. Operators publicly providing RAN solutions are in a new business model where they need to compete with
other operators and access technologies for various applications. New solutions for access technologies (both user
and backhaul links) and signal processing methods are needed which result in efficient use of spectrum and network
resources, and higher throughputs, through appropriate cooperation and adaptation techniques. Simple and low-
cost deployment of access infrastructure is of paramount importance to the overall economy of access provisioning.
The target is not necessarily higher bit rates as in the past but high and uniform capacity in most of cell coverage such
as 85% of cell area. Autonomous self organization is needed to continuously operate at the optimum point under
dynamically varying conditions, as well as capabilities to easily incorporate (as yet unforeseen) future services and
requirements.

Radio access network and backhaul system research are part of the overall system design. It needs to be emphasized
that radio interfaces for the future should be designed jointly with the overall systems. However, achievement of
major advances in, e.g., RAN capacity, power efficiency, distributed network control, new network topologies
requires also independent and highly focused research at different layers. This results in an integrated and iterative
design process, where the major difference with the past is that the overall system design is much more emphasized.
New design criteria such as energy efficiency need to be considered together with capacity and throughput for
developing sustainable technologies for the future. Also the development of future Internet from mobile wireless
perspectives must be carefully monitored as the wireless component will be setting the most stringent requirements
for the development of Internet. Inclusion of sensory data to be a natural part of the wireless networks will set totally
new requirements for the networks security matters.
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In-band mesh networking (i.e. backhaul sharing spectrum with user access) is increasingly being considered as a
solution to linking WLAN access points, but suffers from capacity limitations as traffic levels grow. Out-of-band mesh
topology instead promises to cope with the capacity and performance requirements if adequately designed.

One major paradigm shift driving the future RANs and backhaul systems development is related to more liberal
spectrum allocation policies, leading to simplicity in regulation and efficiency in spectrum usage. Opportunistic
communication technologies based on the concept of cognitive radio must be extensively researched and developed
for this purpose.

b) Opportunistic communications

The development of frequency-agile terminals that can sense holes in the spectrum and adapt their transmission
characteristics to use these holes may provide one tool to address and take advantage of the spectrum under-
utilization. Although, some current adaptive radio systems already exhibit the feature of automatically adjusting
their parameters for a given standard, the development of truly agile terminals requires to go much further, since it is
not possible for the designers to foresee all the possible scenarios and then provide deterministic schemes for the
selection and reconfiguration.

Opportunistic communication challenges fit in the general framework of the Cognitive Radio research, focusing
specifically on techniques exploring mainly the frequency dimension to find and use the best spectrum and space
opportunities in a fair manner. Research needs to be conducted on concepts, mechanisms and architectures for
cognitive radio terminals and networks. Business advantages of opportunistic spectrum usage in both time and space
need also to be demonstrated.

¢) Cognitive Radio and Cognitive Radio Networks
Cognitive radio systems locally exploit under-used spectrum bands for radio communication enabling new future
internet services and new related business opportunities.
The introduction of cognitive radio technologies might be happening in a phased approach:
e Cognitive Radio access in unlicensed bands (medium term),
e Dynamic Spectrum Access shared with a limited number of specific technologies (medium to long-term),
e General exploitation of spectrum opportunities without restrictions on specific technologies and frequency
bands (long-term),
e Energy efficient radio transmission classes.
e Cognitive networking and its associated measurement needs.

The cognitive radio evolution will provide significantly increased spectrum utilization and provides access to new
frequency bands currently not available for mobile end-user services. It is envisaged that the process of cognition is
supported by an emerging and largely unexplored concept of docitive networks where nodes essentially teach other
nodes with the prime aim to reduce cognitive complexity, speed up the learning process and draw better and more
reliable decisions, in order to support next, as well as beyond-next generation applications. These dramatic
improvements are required to make the wireless internet a reality.

1.2.4.3 Topics and key issues to be addressed

a) Radio access

The target is to develop future integrated systems in a unified manner. The commonalities of different access
networks are used to support developing a flexible radio for the future whilst maximizing the unique capabilities of
different types of networks by somewhat independent system optimization. The identified major research areas
pertain to user link (radio access) as well as backhaul links between access points and concerned with deployment
concepts, radio interface technologies, reconfigurability, spectrum and coexistence, trials and prototypes as well as
regulation and standards.

The Radio access research topics include:
e Joint optimization of coverage, capacity and quality-of-service techniques through co-operation and
adaptation techniques involving different layers in protocol stack assisted by information from physical layer
and radio environment,
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Efficient mechanisms for joint exploitation and operation of available diversities in
time/space/frequency/code/power domains,

Development of radio access schemes with high peak aggregate spectral efficiency for noise-limited
environments and high area average aggregate spectral efficiency values with high cell edge spectral
efficiency for interference-limited environments,

Energy efficiency in future wireless networking and radio technologies,

Radio access schemes with high flexibility and adaptability of data rate allocation to users,

Novel multicarrier modulation techniques (such as filter bank multicarrier modulations) for high spectral
efficiency and reconfigurability.

Investigation of alternative, low cost deployment concepts, new network topologies and system
architectures beyond the classical cellular approach, such as relay-/multi-hop-based concepts, meshed
networks, distributed antennas and radio over fibre for signal distribution,

Intelligent resource (frequency, battery, power, hardware, software) discovery and management techniques,
Evaluation of Network Information theoretical limits of cooperative and self-organising networks and
advances in coding design and signal processing schemes to achieve these limits,

Investigation of the impact of new frequency bands for future systems on the radio propagation and
specification of appropriate output power levels to ensure compliance with relevant guidelines and
regulations related to human exposure to radio frequency electromagnetic fields,

Development of radio access and networking schemes for unpaired frequency bands for mobile cellular
systems to take full advantage of radio channels reciprocity and MIMO techniques capacity gains,
Autonomous networking concepts and related technologies for femto-cells in home and public areas,
Networking concepts and information filtering for supporting dynamically changing information for e.g.
vehicular networking,

Development of methods for supporting efficient multicast transmissions in cellular systems with
significantly different fading channel conditions for the links to and possibly different levels of
meaningfulness of the transmitted information for various recipients,

Development of the self-configurable user terminal by the software defined radio technology to assure
mobility to the final user and an efficient interoperability among different networks,

Development of software defined radio technologies for multi-standard base stations and reduce their cost
by diminishing diversity of hardware platforms.

b) Opportunistic communication
The main areas of opportunistic communications requiring research advances include:

Spectrum sensing techniques to acquire relevant information from the radio environment and define the
feasible operating region,

Distributed and centralized decision making processes to allow intelligent choice of spectrum access, based
on spectrum access policies available or unused spectrum,

Optimisation procedures to define the best waveform when applicable given the environment,

Identification and dissemination of spatial opportunities in opportunistic radio networks and collaboration
strategies to efficiently make use of them on a network level,

Adaptable and flexible broadband RF front-ends for variable carrier bandwidth,

Adaptable baseband architectures that may efficiently adapt to the radio environment,

Scalable and reconfigurable techniques to support all digital RF flexible transceiver architectures,
System-level studies to evaluate the effectiveness of the proposed techniques in terms of system
parameters (e.g., capacity, and quality).

c) Cognitive Radio and Cognitive Radio Networks

Innovative ways to exploit the radio spectrum need to be addressed. The Cognitive Radio Architecture needs to be
define, spectrum usage models are to be developed to allow the revolutionary change of wireless communication
systems towards cognitive radio systems and networks.

The following key issues and technology areas need to be researched:

Technology and Concept Enablers for Cognitive Radio:
— Cognitive spectrum sensing and utilization,
— Cognitive radio system design based on further improved, appropriate channel models,
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Self-organization, optimization and healing for uncoordinated network deployments,

Flexible spectrum & resource use,

Techniques for cognitive radio transceivers —amazing RF,

Distributed network and communication control,

Cooperative communication, sensing and decision making,

Transport independent connectivity,

Co-design of communications and data fusion to minimize the transmission needs and optimize
network resource usage,

Spectrum Etiquette and decentralized spectrum decision making,

Docitive radio and network designs.

e Network Topologies for Cognitive Radio Systems:

Multi-operator local area wireless internet access,
Ad-hoc and mesh networking for terminals, relay nodes and access points,
Distributed, autonomous user-centric network topologies.

e Energy efficient Cognitive Radio communication:

Energy efficient radio equipment and protocols - adapting the radio utilization to the actual traffic
needs,

Energy efficiency considerations related to networking topology and smart routing enabled by
ubiquitous/transport independent connectivity,

Optimal application/service oriented routing over different access schemes and network topologies
with highest energy efficiency.

e Techno-Economics of Cognitive Radio:

Modelling of radio usage patterns,

Emerging business models enabled by CR —identification & assessment based on techno-
economical and game-theoretic methods,

Determination of the Cognitive Radio cost structures.

*  Cognitive Networking

Measurement architectures for cognitive networking

Techniques for inferring parameters of interest based on partial information

Autonomic reconfiguration and optimization of wireless networks

Artificial Intelligence (Al) techniques, such as Neural Networks, for cognitive networking.

1.2.5 Optical networks

Optical Communication networks underpin the whole of the Internet architecture. Without optical fiber
communication networks, the Internet would be greatly limited in speed and distance between nodes. The
importance of optical systems and networks and the interaction with the IP transport protocols should not be
underestimated in the construction of the next generation Future Internet network.

The consideration of optical networks should be in two distinct areas:

e  Firstly, the evolution of backhaul and transport networks used to provide very high bit rate connections to
and between local hub sites and major ISP sites, as well as the transoceanic/ intercontinental connections
which are essential to the backbone Internet architecture.

e Secondly, the provision of a high-speed fiber optic connection to the home, the street cabinet or very local
access point.

e The need for increased backhaul capacity and connection speed will be driven by an increased demand in the
metro and access network. This access network increase is in turn driven by the increased take-up of high
speed internet services for business, residential and mobile customers.

1.2.5.1 Optical Broadband Connections

Broadband connection to each dwelling is becoming a commodity in most countries. The number of broadband
subscribers in the OECD countries increased by 14% from 221 million in June 2007 to 251 million in June 2008.
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Broadband penetration rates rose from 18.6 to 21.3 subscriptions per 100 inhabitants in the same period. Over the
past decade these connections to the final users have shown a constant increase in performance, with ‘fibre to the
home’ (FTTH) making even higher speeds possible. Speeds of hundreds of Mbit/s per user are reasonably achievable
in the foreseeable future, backed up by standards such as Gigabit Passive Optical Network (GPON). FTTH is today
widely deployed in countries like Japan and Korea, while in Europe and in the US several companies are developing
detailed commercial plans for mass deployment of FTTH. It is thus possible to envisage a scenario in which a large
number of users will be offered a very high-performance connection directly to their homes.

Following the empirical Nielsen Law, the annualized growth rate of broadband connection speed is 50% (this value is
also verified by the FTTH Council Europe). Following this Council, high-end broadband usage is growing at 20% a
year;, and FTTH broadband homes in Europe drive three times more traffic than ADSL.

Consequently, high data-rate services such as TV programmes or video on demand over xDSL are currently available
and commercialized to end-users.. New mass-storage devices such as media renderers and storage servers are on the
market, both high definition television (HDTV) and 3D television (3DTV) are progressively made available. All these
home devices offer not only demodulation of digital broadcast programmes and access to remote services by
operators’ networks, but also high connectivity to end devices such as TVs, home cinema or PCs. Home networking
is therefore growing, while the progress of mobile communications helps to extend the experience of multimedia
services outside homes. This triggers major changes in the communication networks, from access to core, both in
terrestrial and submarine networks, where photonics has played a key role and will continue to do so.

First-mile/last-mile access technologies still rely on a high quality, high speed optical network to deliver increased
capacity to the access points for any of the above technologies, being wireline or wireless. Without a significant
increase in the access network rates, it will not be possible to provide high speed services to densely populated areas.
In rural areas, the service requirements are the same, but the delivery mechanism may be slightly different. Optical
fiber will likely be the only wireline access technology capable of providing the capacity needed for future broadband
Internet. The structure and architecture of this last mile access network will need to be the topic of study and will be
dependent on economic and regulatory considerations as well as purely technical. There have been some trial
rollouts begun in both Scandinavia and Holland which have highlighted the benefits of an improved access network
in the services that can be offered and the benefits generated.

Since their introduction thirty years ago, photonics technologies have greatly contributed to the massive
development of communication networks. It is highly likely that they will further sustain and enable new applications
requiring high bandwidth capacity. The rapid pace of development in photonics will continue to lead to the increases
in network capacity and performance that are necessary to support innovative applications. Different constraints will
drive the evolution of optical networks: increasing bandwidth demand from continuously renewed applications (e.g.,
multimedia content exchanges and HDTV - 3DTV over the Internet, e-science computing, etc.). Future applications
will require guarantees in terms of service (e.g., upper-bounded latency, minimum available bandwidth). Support of
these applications will be achieved not only with equipment breakthroughs (e.g., development of higher data rate
transmitters and receivers) but also through several levels of convergence in optical network architectures. In
addition the increased data and video content of the Future Internet will have a significant impact on the internal
processing requirements of the devices supporting the infrastructure, for example the routers and servers may need
very short reach internal and external optical interfaces to achieve the data rates required and implement the power
savings that will be demanded of the technology in the future.

1.2.5.2 State of the Art

Four major trends and one key requirement are driving photonics in telecommunications: increased speed, optical
transparency, dynamic interaction with IP/MPLS based control plane and reduced power consumption. The se four
trends together, with the over-riding need to reduce cost will contribute to a more efficient network to support the
needs of a Future Internet.

The development of new optical technologies and the enhancement of existing components to reduce size, power
and cost will be a fundamental part of a Future Internet Network.
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The drivers of photonics suggests that its future expansion will be made along (1) Make networks faster, (2) Make
networks more transparent, (3) Make networks more dynamic and (4) Make networks greener.

These paths correspond to four market drivers that pull simultaneously, but cannot all win simultaneously. It is
therefore important that the European industry benefit from research along all four paths in order to preserve its
leadership.

More transparent optical networks

Too many optical-electrical conversions are performed in today's optical networks, from transport to access networks,
and the potential of photonics technologies to manipulate light itself remains largely unexploited. Increasing optical
transparency (as opposed to opacity) means removing these conversions as much as much as possible. It will benefit
to the transport but also to the access networks, by allowing several bit-rates, several modulation formats, or several
radio standards to travel across the same generic fibre infrastructure. In particular, transparency will make possible
the cost-effective convergence of some networks, e.g. radio and fixed access, or metro and access.

Today's optical transport networks are mainly opaque, i.e. they consist of electronic nodes connected by point-to-
point WDM links (incorporating also optical-electrical conversions at the terminal ends). The on-going introduction of
transparency through optical cross-connects based on wavelength selective switches has already removed some
limitations to the development of network capacity. In the ideal scenario, an optical data stream enters the network
though the input node, possibly travel across several intermediate nodes, and reaches its destination node without
conversion to electronics along the route. Numerous challenges remain to be solved in order to create fully meshed
optically transparent networks or sub-networks (also referred to as “islands”). For example, longer distances will need
to be bridged, across a greater variety of fiber type than today’s. This will require novel link designs, with appropriate
dispersion maps, and to revisit all the performance estimators, that have already become obsolete. The interactions
between signals at various bit-rates, travelling across a variety of fibre types will cause new propagation impairments
(nonlinear effects, primarily) that have to be characterized and contained. The accurate assessment of the distortions
stemming from transparent nodes in terms of cross-talk or filtering will need to be included in this picture as well. In
order to contain the above spurious effects, coherent detection and massive digital signal processing will most likely
be very helpful. They will deserve particular research focus. The all-optical processing techniques for signal
regeneration (preferably of all the wavelength multiplexed signals at once) or for wavelength conversion are also
promising techniques. They could not only help to expand transparency further, but also to bring about wavelength
agility and, hence, further save on the number of terminals.

The requirement for more transparency also spreads in optical access and home networks for a simple reason: the
distribution of many heterogeneous data formats and communication applications will tend to convergent optical
distribution network architectures characterized by a high level of transparency, so as to cope with all types of traffic
in a cost-efficient and energy-efficient way. Radio over fibre techniques will be for example a key technique towards
more transparency in optical access and home networks, leading to convergence of fixed and mobile networks. Long
reach optical access networks (up to 100km) will allow convergence of metro and access networks, with WDM and
cheap optical amplification as a common denominator and colourless customer modules as a pre-requisite. This
trend towards more transparency may largely rely on the use of wavelength and/or sub-carrier multiplexing
techniques, which can be combined with transparent optical or radio-frequency processing, alleviating the need to
perform digital processing in all parts of the network. Hence, the convergence of metro and access could be eased if
the aggregation and distribution of signals are performed by optical means. Similarly, the convergence of home and
access networks would clearly benefit from the introduction of optically transparent home gateways, which remain
to be developed. Transparency has the additional advantage of contributing to more energy-efficient networking
without decreasing flexibility and agility. Overall, optical transparency is a useful feature for decreasing cost (cost/bit)
and energy consumption (J/bit).

More dynamic optical networks

The increasing competition on leased-lines and Virtual Private Network services strongly encourages operators to
offer quicker provisioning of connections, or even customer-controlled switched connections at the transport
network level. The dynamicity of the optical network is thus related to the possibility for the network to
automatically and dynamically control and manage connections, either for protection or restoration purposes in case
of equipment failure, or for traffic engineering purposes, or at the customer's demand. In a longer term view, a truly
agile network will require self-learning and auto-discovery of the available resources, making it really zero-touch. It
will thus pave the way towards truly dynamic optical circuit switching or even optical flow switching (switching very
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large bursts of packets). The introduction of optical cross-connects is one of the first requirements for transport
network dynamicity. But dynamicity also requires a control software (or plane) of the network. In each node, it should
drive the configuration of the optical cross-connects (which wavelength from an input fibre goes to which output
fibre) but also force electronic regeneration of a given wavelength, that cannot be sent transparently all the way to its
destination. This software has to be impairment-aware, i.e. aware of the feasibility of all optical paths before
establishing connections: this is, by itself, a real challenge. In the routing process of optical channels, the control
plane will also have to take into account energy consumption, thus allowing energy-aware optical networking. To be
accurate, it needs to be fed with photonic components parameters, possibly from active monitoring, and should rely
on dedicated fast routing algorithms.

The motivations for dynamicity can be partly addressed by remote wavelength management, thanks to cross-
connects. However, other approaches deserve to be investigated as a complement or to go beyond. The most
promising of them consist in automatically varying the bit-rate per wavelength, continuously or step-wise, or in
varying the wavelength spacing. Dynamicity can also be obtained by adding or dropping sub-bands in/from a
multicarrier signal e.g. an orthogonal frequency division multiplexed (OFDM) signal. All these approaches deserve
deep investigation to assess their potential. Other strategies rely on optical switching with much finer granularity
than the optical wavelength channel, whether at burst or packet level. These optical burst or packet switching
techniques allow efficient aggregation of traffic coming from access networks, and will spread into metropolitan
networks first, then into backbone networks. They will be in particular the cornerstone of convergent metropolitan
and access networks.

As a matter of fact, the need for dynamicity will also be a key of future optical access networks, able to provide on-
demand and bit-rate adjustable broadband access connections to the end users. Variable bit-rate transmitters and
receivers will be one approach for this optical access network agility. Agile multiplexing and multiple access schemes
will also be developed and tend towards fully wavelength-agile optical access networks. These advanced schemes
will be combined with dynamic time-based, wavelength-based, or even sub-carrier-based bandwidth allocation
mechanisms. In particular, agility provided by multi-carrier multiple access techniques (such as OFDMA — Orthogonal
Frequency Division Multiple Access) is a promising solution towards future generations of PON (Passive Optical
Networks). In a longer term view, optical burst or packet switching is considered as a solution towards convergent
access and metropolitan networks, opening the way towards end-to-end all optical switching in the whole network.

Future usage of home area networks will also require a high level of dynamicity: as broadband and digital storage
devices gain more success to the home every day, the trend is that it shall be possible to use all these devices
everywhere at home with high flexibility, and with high data rate connectivity to transfer content either from remote
servers or between end-devices sparsely distributed everywhere at home. This will require agile multi-format optical
home networks based on multipoint to multipoint topologies. These advanced home network architectures will
largely benefit from wavelength division multiplexing and/or sub-carrier multiplexing techniques, so as to easily
manage multiple access to the network as well as various formats and services, including data, video, and wireless.

1.2.5.3 Target

For the backhaul and core transport networks: Photonic Systems - Networks for High and Ultra High Speed
Optical Core Networks : to develop system, sub-system, and component technologies to deliver cost effective
transport at 40Gbps, 100Gbps and beyond, to enable the next phase of core network evolution. This research priority
is considered as a key input into the “networks” research area as it provides the essential linkage between the
components research and applications in systems.

For the customer/consumer access networks: Photonic technologies and system architectures for next
generation ultra high capacity optical networks — driving innovation and optical capacity towards the end-user :
current networks running over fixed and/or mobile physical layers are readily reaching their limits in terms of
transport capacity, scalability and flexibility, as well as mobility management. “"Bandwidth-hungry” applications like
video, grid applications, and peer-to-peer push the bandwidth demand for each subscriber. This research priority
aims at the vision of “10 Gbps everywhere”, which means that each subscriber or each relevant location will require
an optical access bandwidth of 1-10 Gbps to connect to the global network, with business users demanding multiple
10Gbps channels. This is significantly higher than anything planned in the current FTTx rollout plans of any operator.
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For Optical Interconnects and Networks : This includes ‘non fibre’ optical networking technologies, extending from
satellite to high altitude platforms down through shorter reach FSO (Free Space Optics) technologies for ad hoc
networking to ‘last metre’ high bandwidth links within customers premises. Moreover, integrated optical
interconnects within systems (board-to-board, chip-to-chip, and on-chip) with different properties (removable,
flexible, free-space, etc.) for various applications (e.g. high performance network equipment, mobile devices, etc.)
are covered by this priority.

In addition, this priority includes the use of fibre, both in massive-volume low-cost consumer networks (in homes and
cars), as well as in niche high-end applications such as processor interconnection networks in the world’s largest
supercomputers.

1.2.5.4 Topics and key issues to be addressed

Scientific and Technical topics:

e Low-cost fibres, e.g. polymer or multi-mode glass with high data rates and reasonable long ranges are
required in many application areas. Optical modulation and signal processing, but also advanced Laser or
LED components are key issues to be solved here,

e High-speed signal processing and electro-optical components,

e To handle ever higher rates signal with new and complex modulation schemes, new techniques for the
digital signal processing electro-optical components must be developed,

e New architectures such as for instance (but not limited to) hybrid fibre radio and multi-domain involving
necessary technological breakthrough.

General topics:

e The problem of increasing capacity has always and will continue to drive a large part of the research effort
in the future. In particular, higher data rates, larger number of wavelengths in core networks, newer
modulation formats, more flexible/tunable transmitter/receiver architectures, faster switching in the
network core, will remain topics of interest,

e Power consumption of network elements, both at core and access level, can be lowered to decrease the
carbon footprint of ICT,

e Several techniques currently compete within the optical layers to carry data, e.g. wavelength, burst, packet
switching. A convergence of these switching techniques is required to achieve optimal exploitation of the
network resources,

e This should be complemented by a unified, multi-granular control and management plane. Cross-layer
design will be encouraged so that physical-layer impairments can be mitigated at the higher layers, in order
to make networks more "agile". Cross-layer design should be kept within well-defined limits so as not to
break the broad principle of a layered architecture, with the goal to achieve "network convergence" where
network layer/IP and optical layers still co-exist, but are better adapted one to the other. The notion of IP
flow switching directly at the optical layer is one way to leverage transparency and agility,

e  Multi-domain architectures can be extended to encompass several levels of optical networking (e.g., core,
metro, access) to achieve another level of convergence and end-to-end optical connectivity with possibility
of setting traffic engineered data paths in a scalable way

e Convergence of the multiple overlay networks to deliver different services, i.e. as far as possible use the
same network to deliver voice, mobile and internet services, including video,

e The cooperation between several operators to enable end-to-end service is hitting
administrative/confidentiality issues.

e The proposed architectural changes need to account for the massive amount of equipment already deployed
in existing optical networks, and hence incremental changes need to be possible,

e The optical layers must remain compatible (for instance, through appropriate grooming) with the packet
switching paradigm imposed by the ubiquity of IP,

e A last important topic is the recognition in the optical community that much of the last mile access could
eventually be through a wireless access, and hence the synergy optical core/wireless access should be
better understood and studied.

For Backhaul and Core Transport Networks: key areas in this research priority include:
e  What are the network possibiliti